MpunoxeHue Ne2. MHpopmayMoHHaa naMAaTKa 4na obyyarowmxesa 4na pasmeLleHns Ha
ohuumnanbHbIX MHTEpHET-pecypcax

C KaX/bIM rofjoM MONOAEXW B MHTEPHETe CTAHOBUTLCS 6GOJbLUE, a LWKOMbHUKA OAHMN 13
cambIX aKTWBHbIX MNofb3oBaTeneid PyHeTa. Mexay Tem, MOMWMO OFPOMHOIO KOAMYecTBa

BO3MOXHOCTEW, MHTEPHET HeceT U Npo6sieMbl. JTa NaMATKa AO/HKHA NOMOYb Tebe 6e30nacHo
Haxo4MTbCS B CETU.

Komnblo TepHble BUPYChI

KomnbtoTepHblli  BUMPYC -  3TO  PasHOBMAHOCTb  KOMMbLHOTEPHLIX  MPOrpamm,
OTNNYNTENbHOW OCOGEHHOCTbID  KOTOPOW SBMSIETCA  CMOCOBHOCTb K PasMHOXEHW. B
[OMO/IHEHME K 3TOMY, BMPYCbl MOFYT MOBPEAUTbL WU MOMHOCTbH YHUUTOXUTL BCE (halifbl
[aHHble, NOAKOHTPO/IbHbIE MONb30BATEN, OT MMEHW KOTOPOro Oblna 3amyllieHa 3apaéHHas
nporpammMa, a Takxe MOBPeAUTb WM AKE YHUUTOXMTb OMEepaLMOHHYH CUCTEMY CO BCEMMU
(haiinamm B LenoM. B 60/bLIMHCTBE ClyYaeB PacrnpoCTPaHATCS BUPYChl Yepe3 NHTEPHET.

MeToab! 3aluTbl OT BPEAOHOCHbIX MPOrpaMm:

1 Wcnonb3yii COBPEMEHHbIE OMepaLMOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3aWmnThl OT BPEAOHOCHBIX MPOrpamm;

2. TlocTOfHHO YycTaHaBnvBaW nayTv (LUgpoBbIE 3annaTku, KOTOpble aBTOMaTUYeCKu
YCTaHaBNMBAKOTCS C LENbH A0pabTKM Mporpammbl) M Apyrne 0GHOBNEHUS CBOEN
onepawlMoHHON cuctembl. CKaumBai MX TOMbKO C 0MLManbHOTO calita paspaboTumka
OC. Ec/n cyLecTBYeT peXXMm aBTOMaTUYeCKOro 06HOB/EHNA, BK/IKOYM €rO;

3. Pab6oTali Ha CBOEM KOMMbOTEPe MOA NnpaBaMu MONb30BaTeNs, a He afMUHKUCTpaTopa.
3T0 He NO3BONUT OGOMLLIMHCTBY BPEAOHOCHbIX MPOrpaMM WHCTaN/IMPOBaTbCA Ha
TBOEM MepCOHa/IbLHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBMPYCHbIE NPOrpaMMHbIE MPOAYKTbl U3BECTHbLIX MPOV3BOAUTENEN, C
aBTOMaTMyeCcKUM 06HOBMIEHNEM 6a3;

5. OrpaHnyb (M3NYECKNl JOCTYN K KOMMNbIOTEPY A8 MOCTOPOHHMUX NINL;

6. Wcnonb3yli BHELWIHME HOCMTENN UH(OPMALMK, TaKne Kak dieLlka, AUCK Unn gaiin us
NHTEPHeTa, TONbKO M3 NPOoepeHHbIX NCTOUYHUKOB,;

7. He oTKpbiBali KOMMNbIOTEPHbIE (hailfibl, MONYYEHHbIE U3 HEHAAEXHbIX WCTOUYHMKOB.

LOaxe Te (haiinbl, KOTOpble Mpucnan TBOW 3HAKOMbIA. Jlydlle YTOYHW Y Hero,
OTNPaB/sAN N1 OH Tebe nXx.

Cetn W1-FI

Wi-Fi - 3T0 He Bu[, nepefayv faHHbIX, HE TEXHONOTUSA, a BCero imb 6peHsa, mapka. Euwe
B 1991 rogy HuAepnaHAckas KomnaHus 3apeructpuposana 6peHf «WECA», uto 0603Ha4ano
cnosocoyeTaHne «Wireless Fidelity», KoTopblli nepeBOAMTCA KaK «6eCcnpoBoAHas TOYHOCTb.

[o Hawero BpemeHW fgolwina Aapyras abbpeBmaTypa, KOTOpasi ABNAETCS TaKOWh ke
TexHonoruein. 1o abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe ObIN0 4aHO C HAMEKOM Ha CTaHaapT
BbICLUMI 3BYKOBOW TeXHUKMN Hi-Fi, 4TO B NepeBoje 03Ha4yaeT «BbICOKAs TOYHOCTbY.

[a, 6ecnnatHbli UHTEPHET-AOCTYN B Kage, OTENAX M a3pornopTax ABAAETCA OT/IMYHOM

BO3MOXHOCTbH BbIX0/la B UHTEPHET. HO MHOrMe 3KCMepThbl CUMTAOT, UTO 06LleaoCTyNHble Wi-
Fi ceTn He ABns0TCA 6€30NacHbLIMU,

CoBeTbl No 6e30nacHOCTU paboTe B 06LeA0CTYMNHbIX ceTax Wi-fi:



He nepefaBali CBOK /IMYHYIO MH(OopMauuio 4vepes obuwepocTynHble Wi-Fi ceTw.
PaboTafd B HWX, XenaTe/lbHO He BBOAMTb Maposiv [0CTyna, JIOTUHbI U Kakue-To
HOMepa;

Wcnonb3yit 1 06HOBNAK aHTUBMPYCHbIE NPOrpaMMbl U GpaHamayep. Tem cambiM Thbl
obe3onacub cebs 0T 3aKaykun BMpyca Ha TBOE YCTPOMCTBO;

Mpn wncnonb3oBaHun Wi-Fi oTkaoum gyHkumio «O6Wwmrin goctyn K ainam w
npuHTepam». JaHHad (YHKUMA 3akpbiTa M0 YMONYaHUIO, OLHAKO HeKoTopble
Nonb30BaTeNn aKTUBMPYIOT eé Ans yao6CcTBa MCMob30BaHMs B paboTe nnn yyeobe;

He ncnonb3yin ny6nmunbii WI-FI gnsa nepefayum NMYHbIX AaHHbLIX, Hanpumep Ans
BbIX0/a B COLMaIbHbIE CETU UWN B 3MIEKTPOHHYHO MOYTY;

Mnonb3yil ToNbKO 3aliulieHHOoe coeauHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-afpeca BBOAN UMEHHO «https://»;

B MoGunbHOM  TenedyoHe  OTKMOUM  (DyHKUMIO  «TlogkntoyveHne K - Wi-Fi

aBTOMaTU4eCKn». He gonyckali aBTOMaTMyYeCKOro NOAKMYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumnanbHble ceTH

CoumanbHble CETU aKTUBHO BXOAAT B Hallly >XM3Hb, MHOTWE NIOAN PaboTatoT U XKUBYT
TaM MOCTOSIHHO, a B Facebook yxxe 3aperncTpupoBaH MWUNANAP[ Ye/loBeK, YTO SBNSETCS OfHOV
CelbMOI BCEX >XuTeneli nnaHeTbl. MHOrMe MoNb3oBaTeNM HE MOHMMAIOT, YTO WUH(OPMALMS,

pasMeLLeHHast UMW B COLMA/IbHbIX CETSX, MOXET ObiTb HalifieHa 1 1CMO0/b30BaHa KeM YroAHO, B
TOM ymcne He 0653aTeIbHO C 61arMnM HaMepeHNsIMU.

OCHOBHbI€ COBeThI N0 6e30MacHOCTU B counanbHbIX CETAX:

1

OrpaHn4b COWUCOK fapy3eii. Y Tebs B APY3bSX He AO/MKHO ObiTb CAy4yaliHbIX K
He3HaKOMbIX NIIOAEN;

3awuiain cBoK 4YaCTHYH XM3Hb. He ykasbiBaii naponv, TeneoHbl, agpeca, gaTty
TBOEr0 POXAEHWUA W [PYTYH NUYHYI0 WH(POPMaLMo. 310YMbILNEHHUKN MOTYT
MCMOMb30BaTh AaXe MH(POPMaLuid O TOM, KakK Tbl M TBOM POAUTENW NaHUpyeTe
MPOBECTU KaHWUKY/bl;

3aluMuiaii cBOKO penyTauuio - AepXXuU ee B YNCTOTE M 3ajaBaii cebe BONpoc: XoTes 6bl
Tbl, YTOObLI Apyrve nonb3oBaTenn BUAENWU, YTO Tbl 3arpyxaews? Mogymain, npexpe
4yeM YTO-TO ONy6/IMKOBaTb, HANUCaTb U 3arpy3nThb;

Ecnn Tbl roBOpULWb C NHOABMW, KOTOPbIX HE 3Haelb, He WUCMOMb3yl CBOE peasibHOe
UMA N APYTYHO JINYHYKO WH(OPMaLUnU: MMS, MECTO >XXMTENbCTBa, MECTO Yy4yebbl u
npoyee;

W3b6eraii pasmelleHns qotorpagmini B IHTepHeTe, rae Tbl N306paXKeH Ha MEeCTHOCTW,
Mo KOTOPOIM MOXHO ONpefennTb TBOe MECTOMOJIOXKEHUE;

Mpu pernucTpaymm B COLManbHOM CeTU HEOOXOAUMO UCMONb30BaTh CIOXKHbLIE NApon,
cocTosLwme U3 6yKB U LUGpP 1 ¢ KONMYECTBOM 3HAKOB He MeHee 8;

[na counanbHOM ceTn, NOYTbI U APYrMX CaNTOB HEOOXOAMMO MCMOMb30BaTh pPasHble

naponu. Torga ecnu Te6s B3NOMAtOT, TO 3/10YMbILLIEHHWUKX NOMTyYaT A0CTYN TO/MbKO
K OLHOMY MECTY, a He BO BCE Cpasy.

ONeKTPOHHbIE AEHbLIU

ONEKTPOHHbIE AEHBIM — 3TO OYEHb YAO0OHbLIA CNOCOO MnaTexei, OAHAKO CYLLECTBYHOT
MOLLEHHWUKWN, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIN.

ONIeKTPOHHble [AeHbrM MOABWUINCL COBCEM HeAaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocyfapcteax Ao CUX nop He nponmcaHo npo HMX B 3aKOHax.


https://%c2%bb

B Poccum Xe OHWM (YHKLMOHMPYIOT M O HUX YXKe MPOMMCaHO B 3aKOHe, e WX
pasfensatoT Ha HeCKONbKO BWAOB - aHOHWMHblE W He aHOHWUMHbIE. PasHuMua B TOM, 4TO
aHOHWMHble - 3TO Te, B KOTOPbIX pa3pelLaeTcs MPOBOAWTL onepauun 6e3 naeHTUDMKaLMM
nonb3oBaTens, a B HEaHOHUMHbIX UAEHTUDMKALMKN NONb30BaTeNs ABASETCA 0653aTeNbHONA.

Takxke cfeflyeT pasninyaTb 3NEKTPOHHble (UaTHble AeHbrM (paBHbl rOCYAapCTBEHHbLIM
Ba/IHOTaM) U 3/1EKTPOHHbIE He(MaTHbIE AeHbIM (He paBHbI FOCYAapCTBEHHbLIM BasllOTaMm).

OCHOBHbIe cOBeTbI M0 6e30MacHol paboTe ¢ 3NeKTPOHHLIMU feHbramu:

1 TIpuBSXM K CYETY MOOWNbHBIA TeneoH. ITO caMblii YAO0OHbIA U GbICTPbIA CNocob
BOCCTaHOBUTb [OCTYN K cuyeTy. [puBs3aHHbIA Tene)oH MOMOXET, ecnu 3abyaellb
CBOI NNaTeXHbIli Naponb UKW 3aiifellb Ha CainT C HE3HAKOMOI0 YCTPOICTBA;

2. Wcnonb3yin ofHopasoBble naponu. locne nepexofa Ha YCWIEHHYH) aBTOpMU3aLuio
Tebe yxKe He By[eT yrpoXkaTb OMacHOCTb KPaXKn W/W MepexBata MniaTeXxxHoro napons;

3. Bblbepu cnoxHblii naponb. [pecTynHukam OyfeT He MNpOCTO yrafatb CAOXHbIN
naponb. HagexHble naponnm — 3To naponn, KOTOpble COLEPXKaT He MeHee 8 3HaKoB U
BK/IHOYAOT B CeOA CTPOYHbIE U MPOMUCHblE OYKBbI, LN(PbLI U HECKONbKO CUMBOJIOB,
Takue Kak 3HaK gonnapa, (hyHTa, BOCKAMLaTe bHbIA 3HaK v T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM /INYHbIE AaHHbIE Ha cailTax, KOTOPbIM He JOBepseLLb.

3NeKTpPOHHasA NOHTa

ANeKTPOHHas NoYTa — 3TO TEXHO/OIMS U NPeAOCTaBNSEMbIE €0 YCAYT MO NEPECHINKE 1
MONYYEHNIO 3M1EKTPOHHbLIX COOOLLEHWNIA, KOTOpble pacnpedenstoTcs B KOMMbIOTEPHOW CETW.
O6bIMHO  3NEKTPOHHbIA MOYTOBbIA  AWMK  BbIFNSAUT  creAylowyMm  06pasoM:

MMS_MONb30BaTENa@UMs_foMeHa. Takke KpoOMe Mepeaays MNpoOCTOro TeKCTa, MMeeTcs
BO3MOXXHOCTb MepefaBaTh (ainbl.

OCHOBHbIe COBeTbI M0 6e30nacHO paboTe C 31EKTPOHHOW MOYTOMN:

1 Hapgo Bbi6paTb NpaBW/bHbIA NOYTOBLIN CepBUC. B MHTepHeTe eCTb OrPOMHBIA BbI6GOP
BecnniaTHbIX MNOYTOBbLIX CEPBUCOB, OHAKO NyYlle [OBepPATb TeM, KOT0 3Haellb W KTO
nepBblil B PENTUHTE;

2. He ykasblBail B MYHOM MoYTe IMYHYIO UHGOpMauuo. Hanpumep, nydule BblopaTb
«MY3blKa/bHbIA_haHaT@» nnn «pok2013» BMecTo «TeMal3»;

3. Vcnonb3yil AByX3TanHyto aBTopu3aumio. 3T0 Korja nomMyvMo napons Hy>XHO BBOAWTb
Kog, npucblinaembliii no SMS;

4. Bblbepy CNOXHbIA naponib. [Ans KaXAOro NoYTOBOrO flMKa A0MKeH 6blTb CBOM
HaeXHbI, YCTOMUYMBLIA K B310MY Naposib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHbIA BOMPOC, MCMOMb3YI 3Ty
BO3MOXHOCTb;

6. Vcnonb3yil HeCKOSIbKO MOYTOBbIX AWMKOB. [epBblii ANf 4aCTHON MNepenuckn ¢
afipecatamMu, KOTOpbIM Tbl [OBepsiellb. 3TO 3M1EKTPOHHbIA afpec He Hajo
1CNONb30BaTh MPW perucTpaumm Ha hopymax u camtax;

7. He oTkpbiBali (aiifnibl U Lpyrue BIOXEHWUS B MUCbMax [LaXe eCcn OHW NpULn ot
TBOUX Apy3eid. Jlyulle YTOUHW Y HUX, OTNPaBAAIN I OHW Tebe 3T (hainbl;

8. Tocne okoH4YaHWA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbiTMEM BKMaLKW C
CaiToOM He 3abyb HaXKaTb Ha «BbIATU».



KunbepbynnnHr nav BupTyanbHOe n3aeBaTenbCTBO

KnbepbynnuHr — npecnegoBaHMe COOOLLEHMAMK, COAEPXKALIMMKU  OCKOPO6AeHNMs,

arpeccuto, 3anyruaHue; XynuraHcTBO; COLManbHOe 6OMKOTMPOBAHWE C MOMOLLbI Pa3NNUHbIX
VHTEPHeT-CepBUCOB.

OCHOBHbI€e COBETbI N0 6opbbe ¢ KNGEPOYNITNHIOM:
1 He 6pocaiica B 60ii. Jlyuwimnini cnocob: NOCOBETOBATLCA Kak Cebf BECTW W, eCNu HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHayane YCnokKouTbCsH. Ecnu Tbl HayHellb

0TBeYaTb OCKOPOG/MEHUAMU Ha OCKOPOMeHUs, TO TOMIbKO elle 60Mblle PasoXOKellb
KOHM/IUKT;

Ynpasnsii cBoeli KnubeppenyTaumeil;

3. AHOHUMHOCTb B CeTU MHMMas. CyllecTBYHOT CNOcOo6bl BbIACHUTb, KTO CTOMT 3a
aHOHMMHbIM aKKayHTOM;

4. He cTOWT BECTU XYNUTAHCKNIA 06pa3 BUPTYaNbHON XWN3HWU. IHTEPHET PUKCUMPYET BCe
TBOMW AEACTBUSA 1 COXPaHAET NX. Y aanuTb MX OyaeT KpaiiHe 3aTPYAHUTENbHO;

5. Cob6noaaii cBoii BUPTYyanbHYH YeCTb CMOJOAY;

6. WrHopupyin eauHuMYHbIA Heratme. OfHOpPa3oBble OCKOPO6UTENbHbIE COOOBLLEHMS
Nyulle urHopmposaTb. O6bIYHO arpeccus nNpekpalLaeTcs Ha HavyasbHOW cTaguu;

7. baH arpeccopa. B nporpammax 06mMeHa MFHOBEHHbIMUW COOGLLEHUSIMK, B COLMAbHbIX
CeTAX ecTb BO3MOXHOCTb G/IOKMPOBKM OTMNPaBKM COOOLLEHNIA C OnNpeaeneHHbIX
afipecos;

8 Ecnm Tbl  cBugeTens KubepbynnuvHra. TBOW  [eWCTBMA:  BbICTYNUTb  NPOTUB
npecnegosatens, Mnokasatb €My, 4YTO ero [JeincTBUS OLEHUBAKOTCA HEeraTtuBHO,

nogaepXaTb >KepPTBY, KOTOPOW HyXKHa MCMXONOrMyeckas MOMOLLb, COOBLUTb
B3POC/bIM O (haKTe arpecCMBHOIO MOBEAEHUS B CETH.

ro

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTOHbl M MAaHWeTbl cogepXaT B ceGe BMOMHe B3POC/bli
(byHKLUMOHAN, W Tenepb OHM MOTYT KOHKYpPMPOBaTb CO CTaLMOHapHbIMU KOMMbOTEPaMM.
OpHako, cpefcTB 3aliWTbl A1 NOA06HbIX YCTPOCTB MNOKa 04YeHb Mano. TecTUpoBaHMe M MOUCK

YA3BMMOCTE/ B HUX NPOUCXOAWUT He TaK MHTEHCUBHO, Kak ans MK, To e camoe KacaeTcs u
MOGUIbHBIX MPUIOXKEHWIA.

CoBpeMeHHble MOGUNbHbIE 6pay3epb| Y>Xe npakTndyeckn AorHaan HaCTO/IbHbIE aHanoru,

O[lHAaKO paclUMpeHne (YHKLMOHaNa BNe4yeT 3a COGO0M GOMbLUYH CMOXHOCTb U MEHbLLYHO
3aLLMLIEHHOCTb.

[laneko He Bce NPOM3BOAMTENN BbIMyCKAatOT OGHOBMEHUS, 3aKpblBatoLLMe KpUTUYECKMe
YS3BUMOCTU A/ CBOMX YCTPOICTB.

OCHOBHble COBeTbI N5 6e30MacHOCTY MOGUILHOIO TefledoHa:

1 Hwuuero He ABNseTCS MNO-HacToALLEMY 6GecnnaTHbIM. Byflb OCTOPOXEH, Bedb Korga
TeGe npefgnaratoT 6eCnNaTHbIi KOHTEHT, B HEM MOryT OblTb CKpbITbl Kakue-TO
nnaTHbIE YCNyTK;

2. [ymaii, npexae 4em otnpaBntb SMS, oTo nnn Buaeo. Thbl TOYHO 3HaELLb, Fe OHK
O6yayT B KOHEYHOM UTore?

Heo6Xx0AMMO0 06HOBNATL ONEPaLIMOHHYH0 CUCTEMY TBOEr0 CMapT(oHa;
4. cnonb3yit aHTUBMUPYCHbIE MPOrPaMMbl Ast MOBUbHbLIX TENE(OHOB;

w



5. He 3arpy»aii NpunoXeHust OT HEN3BECTHOIO UCTOYHMKA, Befb OHWM MOTYT COLEpXKaTb
BPeLOHOCHOE NporpaMMHoe obecneyeHue;

6. lMocne TOro Kak Tbl Bbllifellb C caiiTa, rae BBOAW JIMYHYKO WUH(OPMaLUKIO, 3aiiamn B
HacTPOliKKn bpay3epa u yaanu cookies;

7. Tlepvoanyecky NpoBepsii Kakue NnaTHble YCyru akTuBMpoBaHbl Ha TBOEM HOMEPE;

8. [laBain cBO HOMep MOOWALHOrO TenedioHa TOMbKO /HOASM, KOTOPbIX Thbl 3HaELlb U
KOMY [0BepsieLlb;

9. Bluetooth gomkeH ObITb BbIK/OYEH, KOrga Tbl MM He nosnb3yewsbcd. He 3abbiBaii
MHOr a NpoBepsThH 3TO.

Online wnrpsl

COBpEMEHHbIE  OHMAWH-UIPbl - 3TO KPacoYHble, 3axBaTblBalOLlME PA3BNEYEHMS,
06beAMHSAIOLLME COTHM ThICAY YENOBEK MO BCEMY Mupy. VIrpoOKM MCCNeaytoT faHHbIA UM Mup,
obLarTeca Apyr ¢ APYroM, BbIMOHAOT 33jaHUs, CPKAOTCA C MOHCTPaMU U MOAYYaT OMbIT.

3a y[0BONbCTBME OHWM NAATAT: MOKYNawT [AMCK, OMavynmBaloT aGOHEMEHT WAM NpuobpeTaloT
KaKune-To onuum.

Bce atu cpeactBa MAyT Ha MoAfdepXXaHWe W pasBUTME WUIPbl, a TakKXke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMK, BbIMYCKAOTCA HOBble MaTyu
(umdppoBble 3annaTkK 4 NPorpamm), 3aKpbiBaKOTCA YA3BUMOCTU CepBEPOB.

B nofo6HbIX Mrpax CTOMT OMacaTbCsi He CTO/bKO CBOMX COMEPHMKOB, CKOMbKO KPaXu
TBOEro Naposnsi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTopU3aLm 60NbLIMHCTBA UTp.

OCHOBHble COBETbI M0 6€30NacHOCTN TBOEIO UIPOBON0 aKKayHTa:

1 Ecnu apyroi urpok Befet cebs Nioxo mnv co3gaet Tebe HEMPUSATHOCTU, 3a0/10KMPYIi
ero B CNUCKe UIPOKOB;

2. Moxanyica afMUHUCTPaToOpaM Urpbl Ha M/0X0e MOBefjeHMe 3TOro0  Urpoka,

XenartesbHO NPUIOXKUTbL KaKne-To AoKasaTe/IbCTBa B BUAE CKPUHOB,;

He ykasbiBali MM4YHY0 MHHOpMaL Mo B npodaiine urpsbl;

YBaxain apyrnx y4acTHUKOB MO WUrpe;

He ycTaHaBnmBali Heo(mumnanbHble NaT4n N MOAbI;

Mcrnonb3yii CNoXHbIE U pasHble Naposu;

[axe BO BpeMsi Urpbl He CTOMT OTK/OYaTb aHTUBMPYC. MoOKa Tbl Mrpaellb, TBOVA
KOMMbIOTEP MOTYT 3apasnTb.

~No oA W

@ULNHT UK KpaXKa MNYHBIX faHHbIX

OO6bIMHOW Kpaxeil AeHer U AOKYMEHTOB CErofHs YXXe HWKOro He YAUBMLLIb, HO C
Pa3BUTUEM  WMHTEPHET-TEXHOMOIMIA  3/M0YMbILUNEHHUKA  MEPEMECTUANCL B WHTEPHET, MW
MPOAO/IKAKOT 3aHNUMATHLCA «/THOOUMbIM» €/10M.

Tak nosBMNacb HOBasd yrposa: WHTEPHEeT-MOLUEHHWYECTBa WU CbI/ITVI HM rnaBHas Lesb
KOTOpPOro COCTouUT B MONy4YeHun KOHCbVI,CI.EHLI,VIaTIbeIX OaHHbIX nonb3oBaTesien — MOrMHOB ”

naponeil. Ha anrnuinickom asbike phishing untaetca kak guwmnHr (o1 fishing — pbibHas noens,
password — naponsb).

OCHOBHble coBeTbl M0 60pbbe C PULLIMHIOM:

1 Cnean 3a CBOMM akkayHTOM. Ecnv Tbl nofo3peBaellb, 4YTO TBOA aHKeTa Oblnia

B3/I0OMaHa, TO Heob6XoAMMO 3a6/10KMpOBaTb €e W CO0OWMWTL aAMUHUCTPATOpPaM
pecypca 06 3TOM KaK MOXHO CKOpee;



2. Wcnonb3yid 6esonacHble Beb-caiTbl, B TOM 4uCNe, WHTEPHET-MarasMHoB W
MOUCKOBBIX CUCTEM;

3. Vcnonb3yil CNoXHble ¥ pasHble Naponn. Takum obpa3om, ecnn Tebs B3OMaloT, TO
3N0YMbILUNEHHVUKW NOMyYaT JOCTYN TONbKO K O4HOMY TBOEMY MPOMUII0 B CETH, a He
KO BCeM,;

4, Ecnn Teba B3nOManM, TO HeOOXOAMMO MpefynpeamuTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fo6aBneHbl y Tebs B ApYy3bsAX, O TOM, YTO Te6A B3/IOMan U, BO3MOXHO, OT
TBOEro MMeHu ByfeT pacchlnarbea cnam U CCbIIKN Ha PULLNHIOBbIE CaiThl;

5. YcTaHoBM HagexXHbI naponb (PIN) Ha MOOGWNbHLIN TeNnegoH;

OTK/N0UM coXpaHeHWe napons B 6paysepe;

7. He oTKpbiBail (haitnibl U Apyrve BMOXEHWUA B NUCbMaxX Laxe €CNU OHW MPULLAN OT
TBOMX [py3eit. Jlyulle YTOUHW Y HUX, OTNPaBASAAN N1 OHW Tebe 3T (halibl.

o

Linchposas penyTauyms

Linthposas penytaumsa - 3T0 HeraTMBHas WUaM NO3UTUBHAA MH(opMaLus B ceTn 0 Tebe.
KomnpomeTvpytowas MHpopMaums pasmelleHHas B WHTEPHETE MOXET Cepbe3HbIM 06pa3om
0TPasuTbCA Ha TBOEI peanbHOW XWU3HWU. «LludpoBas penyTaumsa» - 3T0 TBOW MMUIXK, KOTOPbIA
thopmMmpyeTca 13 NHopMaLmm o Tebe B MHTEPHETE.

TBOE MECTO XWTeNbCTBa, Yuebbl, TBOE (MHAHCOBOE MOMOXKEHWNE, 0COBEHHOCTM XapaKTepa
11 paccKasbl 0 GIM3KMX - BCE 9TO HAKarn/jMBaeTCs B CETW.

MHorve nogpoCcTKN NErKOMbICIEHHO OTHOCATCA K My6AMKauuy NNMYHON uHhopMaunn B
NHTepHeTe, He MOHMMAs BO3MOXHbIX MOCNeACTBMIA. Thbl AaXKe He CMOXELUb A0ragatbCcsi 0 TOM,
yTo hoTorpadms, pasmelleHHas 5 neT Hasaf, cTana NPMUYNHONM O0TKasa NPUHATL Teba Ha paboTy.

KommeHTapuu, pasmelleHne TBOWMX oTorpaduii v [pyrue AencTBUMS MOTYT He
NCYE3HYTb fJaXe nocne TOoro, Kak Tbl UX ydanuib. Tbl He 3Haellb, KTO COXpaHWn 3Ty
MH(opMaLMio, nonana M OHa B MOMCKOBblE CUCTEMbl M COXPaHUIACh N OHA, a FNMaBHOE: YTO
nogymatoT 0 Tebe OKpykatollee N0AN, KOTopble HaiayT M YyBUAAT 3T0. HailTu mHgpopmaymto
MHOrO fIeT CNYyCTA CMOXeT 6o - Kak M3 Jo6pbIX NO6GYXAeHWW, TaKk U C HaMepeHuem
NPUYUHUTL Bped. ITO MOXET OblTb KTO YrofHOo.

OCHOBHbI€ COBETbI MO 3aWuUTe LUPPOBOIA penyTaLuu:

1 [Moaywmaii, npexae 4Yem 4TO-TO Ny6AMKOBaTb M nepefaBaTb Y cebs B 610re wuam B
counanbHol cetu;

2. B HacTpoiikax npoduns ycTaHOBM OrpaHuyeHns Ha MPOCMOTP TBOEro Npoguns v ero
COZIEPXXUMOTrO, cAenali ero TOMbKO «//s ApY3ei»;

3. He pasmelyaii 1 He yKasblBali MH(OpPMaLMIO, KOTOPas MOXET KOro-nnbo ockopbnatb
nnm obuxarb.

ABTOpPCKOe npaso

CoBpeMEHHble  LIKO/IbHUKN- aKTMBHblE MO/b30BATENIN  LM(POBOro NPOCTPaHCTBA.
OfHaKOo JaneKko He BCE 3HAKOT, YTO MO/b30BAHWE MHOTMMU BO3MOXHOCTAMU LU(POBOro Mupa
TpebyeT cO6N0AEHUA NPaB Ha MHTENNEKTYaNbHYH COBCTBEHHOCTb.

TepMUH «MHTeNNeKTyanbHas COOGCTBEHHOCTb» OTHOCUTCA K Pa3/MYHbIM TBOPEHUSM
4eNoBEYECKOr0 yYMa, HaumHas C HOBbIX U300PETEHN 1 3HAKOB, 0603HAYaOLLNMX COOCTBEHHOCTb

Ha NPOAYKTbl M YCAYrM , W 3aKaHuMBas KHUramu, ¢oTtorpadmsamu, KuHOGWUIbMaMn 1
MYy3blKa/lbHbIMI MPOWN3BEAEHNAMMN.



ABTOpPCKME MpaBa - 3TO MpaBa Ha MHTENNEKTyaNbHY COGCTBEHHOCTb Ha MPOV3BEAEHNS
HayKun, NUTepaTypbl 1 NCKYcCTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYeCTBE rapaHTWM TOro, YTO
VHTENNEKTYa/IbHbI/TBOPUECKNIA TPy aBTOpa He GyAeT HamnpacHbIM, JacT emy CrnpaBef/vBble
BO3MOXXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TPy/Aa, MOAyunTb U3BECTHOCTb U MPU3HAHNE.
HWKTO 6e3 pa3peLLeHns aBTopa He MOXXET BOCMPOM3BOAUTL €r0 NPou3BeeHne, PacnpoCTPaHsThb,
ny6/MYHO [IEMOHCTPUPOBATb, MpPOAaBaTb, WMMOPTUPOBATb, MyCKaTb B MPOKAT, My6AMYHO
MCMOMHATb, NOKa3blBaTb/UCNOMHATL B 3Mpe Unmn pasmellatb B IHTEpHETE.

cnonb3oBaHMe «NPaTCKOro» MpPorpaMmMHOro 06ecrneyeHns MoXKeT NPMBECTY K MHOTUM
pUCKam: OT MOTEPU [AaHHbIX K TBOMM aKKayHTaM [0 G/I0KMPOBKM TBOEro YCTPOWCTBa, rfe
YCTaHOB/NEHHbIi He nerasbHas nporpaMma. He CTOMT Takke 3abblBaTb, UTO CYLIECTBYET
neranbHble 1 6ecnnaTHble NPOrPaMmMbl, KOTOPbIE MOXHO HaiiTW B CETW.

O nopTane

CeTeBMYOK.pth - TBOW rNaBHbIi COBETYMK B CETW. 3[eCb Tbl MOXeWb Y3HaTb O
6e30MacHOCT B CETW MOHATHbIM W JOCTYMHbIM A3bIKOM, a NPV BO3HUKHOBEHWUU KPUTUYECKOI

CUTyauuyn 06paTUTbCA 3a COBETOM. A TakXe MPUHATb yyacTuWe B KOHKypcax M CTaTb CaMbiM
LMPOBLIM FpaXKaaHNHOM!



